
VOLUME 32  •  NUMBER 3  •  MARCH 2020

Edited by the Technology and Proprietary Rights Group of Weil, Gotshal & Manges LLP

Intellectual Property
Technology Law Journal

&
Trade Secrets 2019 Year in Review
Steven Grimes and Shannon T. Murphy

2019 was another interesting year in the world 
of trade secret breaches and theft. Throughout 

2019 there was a focus on protecting and prosecut-
ing trade secrets by individuals, governments, and 
law enforcement agencies worldwide. This article 
contains a top 10 list of notable developments and 
trends that occurred over the past year relating to 
trade secret theft, litigation, and protection, as well 
as observations and predictions for 2020.

1. THE DEPARTMENT OF JUSTICE 
MAINTAINED ITS FOCUS ON CHINESE 
THEFT OF TRADE SECRETS

The U.S. Department of Justice (“DOJ”) cre-
ated a “China Initiative” in 2018 to prioritize eco-
nomic espionage and theft of American trade secrets 
by Chinese actors. Throughout 2019, several cases 

showed that the DOJ is pursuing this focus. Highlights 
include:

•	 In January 2019, a grand jury indicted Huawei 
Technologies, two of its affiliates, and the com-
pany’s CFO with theft of trade secrets, fraud, and 
other crimes. According to the DOJ, the indict-
ment traces a long-running scheme by Huawei “to 
deceive numerous global financial institutions and 
the U.S. government regarding [its] business activi-
ties in Iran.”

•	 One month later, the DOJ indicted former Coca-
Cola scientist Xiaorong You of Lansing, Michigan, 
and alleged co-conspirator Liu Xiangchen of 
Shadong Providence, China, for conspiring to steal 
trade secrets concerning BPA-free linings in soda 
cans.

•	 In November, a Chinese national and former sci-
entist for Phillips 66, Honjin Tan, pled guilty to 
trying to steal trade secret information from his 
former employer. The information was related to 
the development of a product worth more than $1 
billion.

More cases brought against Chinese compa-
nies and Chinese nationals in the coming months  
and years as the DOJ’s initiative proceeds are expected.
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2. THEFT BY COMPANY EMPLOYEES 
CONTINUES TO BE A SIGNIFICANT 
RISK AREA AND FOCUS OF 
LITIGATION

Theft by insiders, like employees, continues to be 
a significant risk point for companies when it comes 
to protecting their trade secrets. As in 2018, numer-
ous companies across industries filed civil lawsuits 
against current or former employees who stole the 
companies’ trade secrets, with the Department of 
Justice also indicting some cases of theft by employ-
ees. For example:

•	 In April, the parent company of Chicago-based 
Garrett Popcorn (“CarmelCrisp” LLC) brought 
suit against an ex-employee for stealing trade 
secrets. The suit claimed that the ex-employee 
was one of only three people with access to the 
secret formula and that she stole 5,400 related 
files from the company. CarmelCrisp asked 
the court for both preliminary and permanent 
injunctive relief under the federal Defend Trade 
Secrets Act (“DTSA”).1

•	 In June, a grand jury in Louisiana indicted two 
scientists for conspiring to steal trade secrets 
related to The Water Institute of the Gulf. 
Allegedly, the scientists conspired to steal a sci-
entific model that projects how the natural envi-
ronment of the Mississippi Delta would change 
over time. The U.S. Attorney emphasized that 
theft of proprietary information will not be 
tolerated, “especially where the theft is from a 
research institution whose purpose is to study 
environmental impacts[.]…”

•	 Also in June, a Lexington, Massachusetts, man 
was indicted for stealing trade secrets from his 
former employer, Analog Devices, Inc. The man 
allegedly downloaded hundreds of highly confi-
dential schematic design files and uploaded them 
to his own Google drive to benefit his own new 
business venture.

•	 In September, final judgment was entered 
against a former employee of Atlas Biologicals 
and his new companies for stealing Atlas’ cus-
tomer contact lists, a supplier agreement, the 
quality manual, an organizational chart, and 

other key business items. The court awarded 
Atlas a permanent injunction and damages over 
$2 million.2

Theft by insiders, like employees, 
continues to be a significant risk point 
for companies when it comes to 
protecting their trade secrets.

As more and more data is stored electronically 
and employees continue to be highly mobile, 
switching jobs with frequency, theft by insiders 
will continue to be a risk point for companies 
in the coming year—a risk that will only grow 
if companies do not take proactive measures to 
protect their trade secrets, starting with con-
ducting an audit of their practices, policies, and 
protocols.

3. TRADE SECRET CASES END 
IN LARGE DAMAGES CLAIMS, 
VERDICTS, AND SETTLEMENTS

As in 2018, this year there were again significant 
damages claims, jury verdicts, and settlement out-
comes in theft-of-trade-secrets cases, highlighting 
the significance of taking precautions before litiga-
tion ensues.

•	 One judge in California affirmed a jury’s $845 
million verdict in a theft-of-trade-secrets suit 
between two competitor companies.3 The jury 
trial found the company XTAL liable for steal-
ing lithography technology from ASML, a semi-
conductor company. Although XTAL was in 
bankruptcy, ASML is expected to receive most, if 
not all, of the $845 million under a bankruptcy 
settlement agreement.

•	 Another jury returned a $91.3 million verdict 
against beauty giant L’Oreal after, beauty com-
pany Olaplex sued, claiming that L’Oreal stole 
its trade secrets. Olaplex claimed that L’Oreal 
entered into an agreement with Olaplex pend-
ing a contemplated acquisition, but after the deal 
went south, stole the proprietary technology 
at issue. The court reduced the amount to just 
under $50 million.4
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•	 In a case involving trade secrets for designing data 
rooms, one jury found Emerson Electric liable 
for $30 million to Bladeroom Group Limited.5 
In that case, the plaintiff ’s expert determined 
the damages to be around $100 million, but the 
jury returned a verdict of $30 million. The court 
refused, however, to issue a permanent injunc-
tion against Emerson Electric, stating that since 
the expert could calculate damages, they could 
be quantified and an injunction would be like 
double recovery.

In short, in addition to causing uncertainty 
and creating disruption, trade secret theft can be 
extremely costly. This highlights the importance 
for companies to make sure they have practices and 
protocols in place to prevent new employees from 
bringing trade secrets from their former employers 
as the company will end up being the deep pockets 
named as a defendant in litigation.

4. COURTS CONTINUE TO 
SCRUTINIZE WHETHER TRADE 
SECRET OWNERS HAVE TAKEN 
SUFFICIENT “REASONABLE 
MEASURES” TO ALLOW A DTSA 
CLAIM TO PROCEED

The requirement of the DTSA that a trade secret 
owner take “reasonable measures” to protect its 
information has been the downfall for many plain-
tiffs. Both the DTSA and the Uniform Trade Secrets 
Act (“UTSA”) (adopted in some form by 49 states) 
require a trade secret owner to take reasonable mea-
sures to protect its data. Our study of cases filed from 
2009 through 2018 showed that courts dismissed 
claims in 11 percent of disputed trade secret cases 
because the plaintiff-company failed to take “rea-
sonable measures” to protect the stolen informa-
tion, as is required to meet the definition of a “trade 
secret.” In 2019, many courts continued this alarm-
ing trend and dismissed theft-of-trade-secrets claims 
and/or denied injunctive relief because the victim-
companies failed to take “reasonable measures” to 
protect their trade secrets. By way of example:

•	 In February, a district court in Alabama allowed a 
trade secrets case to progress past the motion-to-
dismiss stage, holding that the plaintiff had taken 
“reasonable measures” to protect the stolen trade 

secrets, even though the plaintiff company had not 
marked the document at issue as “confidential.”6 
The court looked at the overall protections that 
the company took to protect its information to 
determine whether “reasonable measures” were 
achieved. The court held, “under all the circum-
stances, if the employee knows or has reason to 
know that the owner intends or expects the infor-
mation to be secret, confidentiality measures are 
sufficient.”

As more and more data is stored 
electronically and employees continue 
to be highly mobile, switching jobs 
with frequency, theft by insiders 
will continue to be a risk point for 
companies.

•	 In Zoppas Indus. De Mexico, S.A. de C.V. v. Backer 
EHP Inc., a District of Delaware court held that 
a non-disclosure agreement between parties 
in conjunction with the plaintiff ’s continued 
request “to either return or destroy [the] infor-
mation” after the relationship between the par-
ties soured was “sufficient to make out a plausible 
claim that the information” was a legally protect-
able trade secret under the DTSA.7 The defen-
dant’s motion to dismiss was denied in part.

•	 Also in 2019, a Northern District of Illinois 
court found that where a victim-company did 
not require its employees to sign non-disclosure 
agreements, did not tell the employees that the 
information was confidential, and did not pass-
word protect or encrypt the files (among oth-
ers things), “reasonable measures” to protect the 
information had not been achieved.8

•	 Similarly, in December 2019, a federal district 
court in Pennsylvania held that secret recipes 
for a sandwich shop were not “trade secrets” 
under the DTSA because they were posted “in 
the sandwich preparation room in the store, 
visible to all employees…and accessible to 
any vendor who had access to that area.”9 The 
plaintiff ’s request for a preliminary injunction 
was denied.
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•	 Finally, in Mastronardi Int’l Ltd. v. SunSelect 
Produce (Cal.), Inc., the U.S. District Court for 
the Eastern District of California found that 
whether reasonable measures had been taken 
was not an issue that could be determined at 
the motion-to-dismiss stage of the litigation.10 
There, the court found that it was a question 
of fact “whether . . . SunSelect took reasonable 
measures to keep [its information] confidential,” 
and cited several cases from 2018 and 2019 to 
support its position.

Companies should be aware that 
whether they can prevail on a theft-of-
trade-secrets claim may be determined 
by actions they take long before the 
theft ever occurs.

Defendants continue to challenge the measures 
taken by plaintiffs and courts are expected to delve 
further into the nuances of the fact-specific ques-
tion of what measures are “reasonable.” Companies 
should be aware that whether they can prevail on a 
theft-of-trade-secrets claim may be determined by 
actions they take long before the theft ever occurs. 
Companies must give critical thought to how to 
ensure their actions will be considered “reasonable” 
by a court, especially for the company’s most valu-
able trade secrets.

5. WHETHER TO MARK DOCUMENTS 
“CONFIDENTIAL” OR NOT 
HAS BECOME INCREASINGLY 
IMPORTANT

How a company crafts and deploys a policy 
regarding marking confidential and trade secret 
documents as such can significantly impact the 
company’s ability to protect its trade secrets. Courts 
repeatedly look to whether a document has been 
marked and what type of policy a company deploys 
when assessing whether (1) the company took “rea-
sonable measures” to protect the secret and (2) the 
defendant was on notice that he had an obligation 
to protect the information at issue. Two cases high-
light the nuances companies need to consider when 
utilizing a marking policy. First, in Call One, Inc. v. 
Anzine,11 the court granted summary judgment in 
favor of the defendant because the company-plaintiff 

had a policy to mark confidential and trade secret 
documents as such, yet the information purport-
edly stolen was not marked. However, in the 2019 
Kilough case (also mentioned above), the company 
failed to mark the document at issue as confidential, 
yet still received trade secret protection.

The difference between these cases in a short 
period of time underscores that there is no one-
size-fits-all approach to marking documents as 
confidential.

6. COURTS ANALYZED HOW MUCH 
INFORMATION A VICTIM-COMPANY 
MUST DIVULGE TO ADEQUATELY 
ALLEGE MISAPPROPRIATION

One challenging issue in trade secret cases is how 
much detail a plaintiff must divulge to define and 
identify the trade secrets at issue. This is an issue that 
some courts addressed head-on in 2019 and that has 
received differing treatment by courts in different 
jurisdictions.

One challenging issue in trade secret 
cases is how much detail a plaintiff 
must divulge to define and identify the 
trade secrets at issue.

For example, in Magnestia Refractories, Co. v. 
Tianjin New Century Refractories, Co.,12 a court con-
flated the Pennsylvania Uniform Trade Secrets Act’s 
(“PUTSA”) standard for sufficient description, to 
the same requirement in the DTSA. The PUTSA 
does not require trade secrets to be described “with 
particularity.” This court found that “[i]n the two 
years since the DTSA’s enactment, district courts 
across the country have applied a similar standard 
to federal misappropriation claims” and therefore 
chose to do the same.13 Description with particu-
larity was not required.

Conversely, in November, a California dis-
trict court dismissed a case because the plaintiff 
company’s description of its trade secret was too 
vague.14 There, the company listed information 
categories that it considered to be trade secrets. 
Yet, “because the list . . . [was] not exhaustive, and 
because trade secrets [were] an unknown sub-
set” of the information stolen, the court deter-
mined that the information was not “sufficiently 
identified.”15
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More disagreement and nuance are expected 
among district courts as they continue interpret-
ing the definitions and parameters of both state and 
federal trade-secret-theft claims. Companies should 
be aware of these nuances when considering in 
what jurisdiction to file a trade secret claim.

7. CHINA REVISED AN UNFAIR 
COMPETITION LAW TO BETTER 
PROTECT COMPANIES’ TRADE 
SECRETS

The National People’s Congress of China 
amended the Anti-Unfair Competition Law 
(“AUCL”) in April 2019 to protect the trade secrets 
of companies doing business in China. The three 
main changes were as follows:

•	 The law now covers misappropriation by more 
than just “non-business operators.” This means 
employees and former employees can now be 
found responsible under the AUCL for trade 
secret misappropriation.

•	 Punitive damages against trade secret infringe-
ment is now allowed (if “malicious intent” is 
present), and the maximum statutory compensa-
tion was raised from three million RMB to five 
million RMB where the loss suffered cannot be 
determined.

•	 Newly added Article 32 requires that a trade 
secret owner only provide “preliminary” evi-
dence on the protection measures taken to pro-
tect the trade secret and is only required to show 
to a “reasonable extent” the trade secret is actu-
ally infringed. This lessens the burden on the 
trade secret owner.

These changes are major improvements to Chinese 
trade secret law, giving more protection to com-
panies doing business in China. Although Chinese 
courts have yet to review and interpret the revisions, 
as written, the changes demonstrate a positive shift.

8. EU MEMBER STATES CONTINUED  
TO ROLL OUT THEIR 
IMPLEMENTATION OF THE EU 
DIRECTIVE

Throughout 2019, additional European Union 
(“EU”) member states implemented the EU’s Trade 

Secrets Directive. Spain, Germany, Luxembourg, 
Greece, and Portugal all adopted laws implement-
ing the Directive. The laws of Spain, Germany, and 
Luxembourg each require the trade secret owner to 
maintain the secret’s confidentiality to maintain pro-
tection. Notably, similar to the DTSA, none of the 
laws define what types of measures a company must 
take to receive protection under the laws, which will 
require development through future jurisprudence.

9. BREACHES BY STATE ACTORS 
AND BREACHES AGAINST 
CORPORATE EXECUTIVES ARE ON 
THE RISE

Last year Verizon published its 2019 Data Breach 
Investigations Report,16 which found (among other 
things) that year-over-year trends show that data 
breaches aimed at companies by state actors are 
rising, while breaches by organized crime groups 
are falling. These findings may signal that attackers’ 
sophistication and resources are increasing, that the 
priorities of hackers are shifting, and that political 
motivation may be a factor when hackers choose 
where and how to strike.

The Verizon Report also found that security 
incidents and data breaches “that compromised 
[individual] executives” of companies and corpo-
rations “rose from single digits” last year “to doz-
ens” this year. “C-level executives were twelve times 
more likely to be the target of social incidents…
than in years past.” The Verizon Report highlights 
the importance of data protection training for exec-
utives and assuring that there are high-tech security 
mechanisms on executives’ devices.

The Verizon Report highlights the 
importance of data protection training 
for executives and assuring that there 
are high-tech security mechanisms on 
executives’ devices.

As explained in detail above, in 2019, the DOJ 
continued its “China Initiative” priority to tar-
get Chinese hackers that attack American busi-
nesses. This led to a number of indictments against 
Chinese nationals and companies, including: Huawei 
Technologies (one of the world’s largest communi-
cations equipment manufacturers), a Coca-Cola sci-
entist, and a former Phillips 66 scientist.
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10. THE UNITED STATES SUPREME 
COURT WEIGHED IN ON SHARING 
CONFIDENTIAL INFORMATION 
WITH THE GOVERNMENT

During the summer of 2019, the U.S. Supreme 
Court reversed a U.S. Court of Appeals for the 
Eighth Circuit opinion and gave more parameters 
to the Freedom of Information Act (“FOIA”) 
Exemption 4, which allows businesses to with-
hold information from FOIA if it is “confidential 
business information.”17 Specifically, the Court 
held that a showing of “competitive harm” is not 
required to establish the confidentiality of busi-
ness information. So long as commercial or finan-
cial information is “both customarily and actually 
treated as private by its owner,” and “provided to 
the government under an assurance of privacy,” the 
Court held that the information can qualify for 
Exemption 4 and companies and businesses do not 
have to disclose it.18

This opinion may make it easier for businesses 
to protect their sensitive information from disclo-
sure to the public. It also signals to business owners 
that they should “customarily and actually” treat the 
information as private if they want to take advan-
tage of FOIA Exemption 4.
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