
Privacy and Cybersecurity 101: 
Best Practices for Corporate Counsel to 
Protect Their Companies in 2024
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Our Goal for Today’s Presentation



The Regulatory Landscape 
and How We Arrived Here
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•

•
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How Did We Get Here?



•

•

•

•

Current State of U.S. Privacy Law



This Has Led to the 
Morass of Acronyms 
and Buzzwords…



•

•

•

•
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“Americanization” of EU Privacy Regulation



•
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•

•

•

•

•

… And Now We 
Have the Perfect 
Storm.



The Driving Forces 
for What Comes Next



•
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Trends That are Driving Change Now



Processing
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Increased Oversight of Processing Activities



New State Privacy Laws

•

•
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•

•

•

•
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•
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Consumer Rights 
Over Processing 
Activities



Monitoring



•

•

•

•
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CIPA and Similar 
Wiretapping Laws



•

•

•

CIPA and Similar 
Wiretapping Laws



•

•

•

•

Federal Video Privacy 
Protection Act (VPPA)



Texas: Laws to Watch



Texas’s Capture or Use of Biometric Identifier Act
•

•

•

•

•

•



•

•

•
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•

Texas Data Privacy and Security Act



Enhanced SEC Cyber 
Requirements



SEC Requirements for Public Companies
•

•

•

•

•

•



Breach



•

•

•

Breach Response



•

•

•

Breach Litigation



How to Think About 
Managing Privacy and 
Security-Related Risks



Privacy Risk is Interrelated Across the Spectrum



•

•

•  — 

•

Understand Where Risk Exists



•

•

•

•

•

Address Potential Sources of Risk



•

•

•

•

Be Prepared to Act



Questions?



Presenter Bios





Mergers & Acquisitions



Thank You
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